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Role Definitions
Supervisor
The Supervisor is the individual to whom the User requesting access reports within the Employing Agency's organization.  If the Supervisor is not available to sign the form in a timely manner, only someone of equal or higher authority in the organization's chain of command may sign the form to approve and submit the request.  
Staff in an administrative assistant, lead worker, or other non-supervisory role are not authorized to act/sign in the place of a Supervisor when requesting DET System or Data access.
Authorizing Agency
The Authorizing Agency is the Agency that has the legal authority to request DET System or Data access for staff of the User's Employing Agency, per existing Data Share Agreement (DSA), Memorandum of Understanding (MOU), or Contract authorizing any such access to non-DWD Users.
For example, the Workforce Development Board is the Authorizing Agency for partner (sub-contractor Employing Agency) staff requesting access via the Data Share Agreement (DSA) between the Board and DET.  Authority is limited to staff whose Employing Agency has been listed on a WDB DET Security-approved DETS-17092-E Local Agency Partner Agency Information form.  The DETS-17092-E form is submitted annually as part of WDB DSA renewal, but may be submitted at any time, as needed.  It is located here:  http://dwd.wisconsin.gov/dwd/forms/dws/dets_17092_e.htm.
Similarly, the legal entity which has signed the Contract/DSA for a given School Consortium providing Youth Apprenticeship Program services will act as the Authorizing Agency for any requests submitted to grant YA Coordinator access for staff employed by affiliated schools within the Consortium.
Finally, the DWD DET District Job Service Office may act as an Authorizing Agency for third parties who have entered into appropriate agreements with DWD for system/data access within the district represented.

Local Security Officer (LSO)
A Local Security Officer is an individual who is responsible for monitoring appropriate access to DET Systems and Data on behalf of the Authorizing Agency.  Responsibilities include assuring that Users have been advised of system and data constraints, completed required training, and that DETS-10-E forms are valid, complete, and accurate prior to submission to DET Security.
Only those who have been identified by Data Share Agreement or are isted on a DET Security-approved DETS-11652-E Local Agency Data Security Staff form may perform this role and sign/submit documents as an LSO.
The DETS-11625-E form is submitted annually by District Job Service Offices and those Authorizing Agencies with on-going Data Share Agreements, but may be submitted at any time, as needed.  It is located here:  http://dwd.wisconsin.gov/dwd/forms/dws/dets_11652_e.htm.
Division Security Officer (DSO)
A Division Security Officer is an individual who is responsible for monitoring appropriate access to DWD Systems and Data on behalf of a DWD Division.  Only those who have been vetted and authorized by DWD Automation Security as a DSO may perform this role and sign/submit/process documents as a DSO.

For DET, all DSOs work within the Security Unit of the IT Coordination Section reporting to the DET Administrator's Office.  Tyronne Davidson is the DET Lead Security Officer.

General Instructions
The current version of the DETS-10-E is available at:  http://dwd.wisconsin.gov/dwd/forms/dws/dets_10_e.htm.

· ALL fields (with the exception of signature boxes 24, 28, 29, and 30) MUST be completed electronically.
· ALL Users requiring new access to any of the Division of Employment and Training (DET) systems listed MUST complete and submit this form.

· ALL forms completed for Non-DWD staff MUST be authorized by a designated Authorizing Agency, and MUST be signed and submitted by a Local Security Officer (LSO) of record.  
Contact information for current LSOs is available from the DET Security Unit on request.
· ALL forms completed for DWD Non-DET staff MUST be signed and submitted by a Division Security Officer (DSO).
Contact information for current DSOs is available at: http://dwdworkweb/asdhelp/burokda/security.htm
· ONLY forms signed by a DET Supervisor may be directly submitted to the DET Security Unit without the authorization/signature of an LSO or DSO.

Supervisor Responsibilities

Supervisors are responsible for:

· Making sure fields 1-23 are completed fully & accurately to designate appropriate DET system access based on User’s position/role, and limiting access to information needed for work tasks ONLY.   Making sure fields 25-27 are completed, as needed.

· Assuring that the user has read and understands the User Security Acknowledgement and has signed the form in field 29.

· User IDs (usernames/passwords) will NOT be released to User for DET System access until a User signature is captured on the submitted form.

· Authorizing user DET System Access by signing form in field 24.

· A Supervisor signature MUST be on the submitted form to authorize DET Security to take any action related to creating, modifying or authorizing a DET System Account for User per request.  Unsigned forms will NOT be processed until the Supervisor signature is captured.

· Submitting form to Local Security or Division Security Officer (LSO/DSO) for authorization and processing, as needed for non-DWD Users and DWD non-DET Users respectively; or, to DET Security for DET Users.
· Notifying designated LSO/DSO of User’s change in employment status or role requiring modification of access, update or inactivation of account(s).

LSO/DSO Responsibilities

Local Security and Division Security Officers are responsible for:
· Verifying that the form has been filled electronically, ALL information on the form is complete and valid, the requested access is appropriate, and that both User and Supervisor signatures are captured PRIOR to submission to the DET Security Unit.
· Authorizing DET System access by signing form in field 28.
· Submitting forms to the DET Security Unit for processing.
· Notifying the DET Security Unit of User’s change in supervisor, employment status, or role requiring modification of access, update or inactivation of account(s).
· Monitoring User access to DET systems to assure compliance with security standards and rules per User Security Acknowledgement, DSAs, agency policy, Wisconsin Statutes and/or Federal law as applicable. 
· Notifying the DET Security Unit immediately of a need for User account inactivation in the event of position vacancy or security violations.

DET Security Responsibilities

The DET Security Unit is ultimately responsible for the approval of all requests for DET System access; and, the creation, update, inactivation, and/or authorization of DET System Accounts.  Once a request is approved:

· User account is created/modified/inactivated and DET System access added/removed, as appropriate.
· Form is signed by DET Security Officer in field 30, and securely stored per Records Disposal Authorization (RDA).  Forms remain on file until seven (7) years after the date of account inactivation.
· LSO/DSO, User and (optionally) User’s Supervisor are notified, as appropriate. 
· If the request is denied, the DET Security Unit will notify the Authorizing Security Officer (or DET Supervisor) of the reason, and the form will be destroyed without being processed.

DET Security Unit

Division of Employment and Training

201 E Washington Ave, G100
Madison, WI  53702

Phone:  (608) 267-9690
Secure Fax:  (608) 261-4580

E-mail:  DETSecurity@dwd.wisconsin.gov (DWD MB DET Security)

Tyronne T. Davidson, DET Lead Division Security Officer

Phone:  (608) 267-7271

E-mail:  TyronneT.Davidson@dwd.wisconsin.gov 
User Identification Fields 1 - 17
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1. User Employment Status

Check the appropriate Yes/No box to indicate if the User requesting access is a DWD/DOA employee.

· If Yes, proceed to Field 2. DWD Network Logon ID.

· If No, proceed to Field 6. WIEXT ID.
2. DWD Network Logon ID

This is the username associated with the User's DWD domain Active Directory security record (e.g. SMITHJO) which is created and assigned by DWD Automation Security.

If the User is a current employee of DWD who is NOT requesting access as a new hire OR position transfer:

· Enter the user's DWD Network Logon ID in the text field provided.   

· Do NOT check the New User/Position box.

· Do NOT complete a BIT-7712-E DWD Logon ID Request (unless directed by DET Security).
· Proceed to Field 3. Division.

If the User is a new DWD hire OR DOA DET staff working for the WI Help Desk (who has not yet been assigned a DWD AD Account):
· Leave this field blank.

· Check the box for New User/Position.

· Complete a BIT-7712-E DWD Logon ID Request.
· Proceed to Field 3. Division.

If the User is transferring to a new position within either the division or department (including promotion to Supervisory role, transfer between DET work units, transfer to DET from other division):
· Enter the User's existing DWD Logon ID.

· Check the box for New User/Position.

· Complete a BIT-7712-E DWD Logon ID Request.  Proceed to Field 3. Division.

The BIT-7712-E DWD Logon ID Request is available at:  http://dwdworkweb/forms/bit_7712_e.htm.
3. Division

If User is a DWD employee, select the User's employing Division from the drop-down list.  Proceed to Field 4. Bureau.

· If Other is selected, a value MUST be entered in the "Other:" text field provided.

If User is a DOA employee, select "DOA Enterprise Tech" from Division drop-down list.  Proceed to Field 9. Last Name, First Name AND M.I. of User.
View Form Field Image
4. Bureau
Enter the User's employing Bureau in the text field provided.  Proceed to Field 5. Unit.

5. Unit

Enter the User's employing work Unit in the text field provided.  

Proceed to Field 9. Last Name, First Name AND M.I. of User.
6. WIEXT ID (Self-Registration Required)

This is the username associated with the User's WIEXT domain Active Directory security record.  

The User must FIRST self-register for a WIEXT ID: 

Go to: https://www.dwd.state.wi.us/accountmanagement/
· Click the self-registration link and follow the instructions carefully.

· Accounts created for accessing DET Systems MUST include a work-related e-mail address and business phone number, which should match information provided in Field 11. User Work E-mail Address and 12. User Work Telephone/FAX Number.
· Create a User ID (username), create/verify a password, and create a security question/answer to be used in managing the account and/or seeking Call Center support.
· WIEXT Usernames for accounts requesting access to DET systems may not be comprised of the first five (5) characters of the user's last name + the first 1-2 characters of the user's first name (examples:  User John Doe may not create username "doej" or "doejo", User Sally Johnson may not create username "johnss" or "johnssa").  

· Usernames may be comprised of any other combination of characters, including other references to user's name (examples:  User John Doe may create a username "doejohn", "johndoe", "jodoe" or "jdoe"; User Sally Johnson may create a username "johnssal", "johnsos", or "sjohns").
Provide the WIEXT ID (username) in the text field provided.  Proceed to Field 7. Employer Name.

NOTE:  
WIEXT IDs may also be used to access other state systems or data (e.g. Job Center of Wisconsin, Unemployment Portal, KIDS Child Support System).  If User already has a WIEXT ID being used elsewhere, they do not need to create a new ID but can supply the existing WIEXT ID, if they so desire.  However:

· The WIEXT account MUST be updated to reflect work e-mail address and business phone number as noted in Field 11. User Work E-mail Address and 12. User Work Telephone/FAX Number.
· The User must understand and assume the risk for using a single WIEXT ID for personal and business access to multiple state systems.  Shared use may impact both personal and professional ability to logon to systems, perform account maintenance tasks, and/or secure requested access rights.
WIEXT IDs for Non-Production environments MUST be separately created, as appropriate.  Contact DET Security for directions.

Assistance with WIEXT accounts (username/password) is available via the DET Call Center toll free at 1 (888) 513-5633.
WIEXT account passwords are NEVER to be shared with anyone, including Security Officers or Call Center Support staff.   Do not write them down or post them where others can see.

View Form Field Image
7. Employer Name
Enter User's employer in text field provided.   Proceed to Field 8. Employer Agency Type.

· ONLY staff of agencies authorized by valid DWD Data Share Agreement (DSA), Memorandum of Understanding (MOU) or Contract may access DET Systems, per constraints of said DSA/MOU/Contract.

8. Employer Agency Type
Agency Type identifies the Agreement under which the employer is authorized to request employee access to DET Systems.

Check the (one) appropriate box to indicate the Employer Agency Type.  

· If the User's employer is a Workforce Development Board (WDB) holding a current DWD DET Data Share Agreement (DSA), check the box for Workforce Dev Board.
· If the User's employer is a WDB Local Partner (sub-contractor), as identified on Board-submitted DETS-17092-E Local Agency Partner Agency form, check the box for WDB Local Partner.
· If the User's employer is an authorized Data Recipient per current DWD DSA/MOU, check the box for Data Recipient.
· If the User's employer is not one of the identified Agency Types, check the box for "Other" and enter value in text field provided.
NOTE:  If the Employer is a school requesting staff access to the Youth Apprenticeship system per DWD contract with a specified Consortium, check the box for "Other" and enter the name of the Consortium.
Proceed to Field 9. Last Name, First Name AND M.I. of User.
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Image Form Fields 9-17
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9. Last Name, First Name AND M.I. of User
Enter the User's full legal name including middle initial in the text field provided.  

· Middle Initial is required.

· If the User has no middle name, designate "NMI" (no middle initial).

· The Last Name, First Name provided will be the default Display Name in DET Systems. 

Proceed to Field 10. Optional Display Name.
10. Optional Display Name (Last Name, First Name)

Where Systems allow, the default Display Name may be replaced by requested Optional Display Name.  Optional Display Names may be requested to:

· Identify another name (e.g. nickname, middle name) the User is more commonly known by than User's legal name as identified in Field 9 (e.g. Becky v. Rebecca, Bob v. Robert).
· Distinguish between multiple Users with the same first and last names (e.g. John T. Doe v. 
J. "Tom" Doe v. J.T. Doe v. Jack Doe).
Enter the User's requested Optional Display Name in the text field provided.  

Proceed to Field 11. User Work E-mail Address.

11. User Work E-mail Address

This is the e-mail address used by DET Security, DWD and/or DET Call Center Staff, DET Systems, and DET System Users to communicate with the User requesting access.
Enter the User's work e-mail address in the text field provided.  

Proceed to 12. User Work Telephone/FAX Number.
· For non-DWD employees requesting access to DET Systems via a WIEXT ID provided in Field 6. WIEXT ID, the e-mail address provided MUST match that found on the WIEXT account created/ maintained by the User.

· For new DWD employees where Field 2. DWD Network Logon ID is blank, also leave Field 11. User Work E-mail Address blank.  DET DSO will enter this information when BIT-7712-E is processed.

12. User Work Telephone/FAX Number
The User Work Telephone is the day time telephone number used by DET Security, DWD and/or DET Call Center Staff, DET Systems, and DET System Users to communicate with the User requesting access.

· Enter the work telephone 3-digit area code in the first text field provided (e.g. 920).

· Enter the full 7-digit work phone number in the second text field provided (e.g. 999-9999).

· If the work phone number provided is for an employer operator, switchboard, or voice system, enter the User's unique Extension number for direct contact in the third text field provided, up to 5 digits (e.g. 99999).

View Form Field Image
NOTE:  A User telephone number is required.  If a telephone number has not yet been assigned to the User, the Supervisor's number will be used to create the DET System Account.  The Supervisor must notify DET Security when the User phone number is available.

· For non-DWD employees requesting access to DET Systems via a WIEXT ID provided in Field 6. WIEXT ID, the telephone number provided MUST match that found on the WIEXT account created/maintained by the User.

The User FAX number is the number where documents may be faxed to the attention of the User.   Provision of a FAX number is optional.

· Enter the FAX 3-digit area code in the fourth text field provided (e.g. 608).

· Enter the full 7-digit fax number in the fifth text field provided (e.g. 999-9999).

Proceed to Field 13. Mother's Maiden Name.

13. Mother's Maiden Name

Mother’s Maiden Name will be used by DET Security Officers providing system support to identify a User over the phone.

Enter the User’s Mother’s Maiden name in the text field provided.  
Proceed to Field 14. User Work Address (Street, City).
· If field 13 is left blank, a DET Security Officer will contact the user, who will be required to provide a secret question and answer before System access will be granted.

14. User Work Address

This is the User’s primary worksite location, NOT the employer’s address unless the User works in the employer’s home office.
· Enter the User’s worksite street address in the first text field provided.
· Enter the User's worksite City and Zip Code in the second text field provided.

NOTE:  State is not needed as DET System Access is not granted to out-of-state Users.

Proceed to Field 15. Office Number.

15. Office Number

This is a 4-digit Office Number assigned to the worksite location in DET and other DWD systems of record.   It is only required when requesting ASSET access.
It is NOT:

· Associated with any specific program or provider (although the Office Name may suggest this), 
· A room number in state facilities (e.g. G100, E100).  
It IS:

· Associated with a physical address,

· Used to assure that services provided by Users at the location are appropriately reported to the correct WDA for performance measures, and 

· To identify and control DWD and DET System functions and automated processes, as needed.
Go to TOC
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Enter the 4-digit Office Number in the text field provided.  Proceed to Field 16. WDA.

· The User Work Address MUST match that of the Office Number provided unless the User is a DOA WI Help Desk employee OR DWD employee working in a designated DWD Central Office, Call Center, DVR Office or UI Adjudication Center providing statewide services

· For DOA WI Help Desk/DWD Users located in a designated DWD Central Office, Call Center, DVR Office or UI Adjudication Center providing statewide services, use the following:

DOA/DWD Central Office (GEF1): 0810
DVR: Green Bay 1410, Madison  0810, Milwaukee (Chase Ave) 0201, Racine 0310

UI: Appleton 7908, Eau Claire 1110, Madison 0810, Milwaukee 1830
· A list of current, valid Office Numbers is available from the DET Security Unit on request.

DET Security MUST be notified of changes to locations where reportable services (tracked and managed via ASSET) are being provided, including: office/Job Center moves, closures, openings (new locations) and/or changes to services provided at existing offices to assure that DWD and/or DET Systems which use this information continue to function and meet reporting requirements.

Go to TOC
16. WDA

Select the Workforce Development Area the User worksite is located in from the drop-down list.  For DWD staff located in the Central Office, select GEF1.  Proceed to Field 17. County.
	WDA
	Name
	Counties

	01
	Southeast 
	Kenosha, Racine, Walworth

	02
	Milwaukee
	Milwaukee

	03
	WOW
	Ozaukee, Washington, Waukesha

	04
	Fox Valley
	Calumet, Fond du Lac, Green Lake, Waupaca, Waushara, Winnebago

	05
	Bay Area
	Brown, Door, Florence, Kewaunee, Manitowoc, Marinette, Menominee, Oconto, Outagamie, Shawano, Sheboygan

	06
	North Central 
	Adams, Forest, Langlade, Lincoln, Marathon, Oneida, Portage, Vilas, Wood

	07
	Northwest
	Ashland, Bayfield, Burnett, Douglas, Iron, Price, Rusk, Sawyer, Taylor, Washburn

	08
	West Central
	Barron, Chippewa, Clark, Dunn, Eau Claire, Pepin, Pierce, Polk, St. Croix

	09
	Western
	Buffalo, Crawford, Jackson, Juneau, La Crosse, Monroe, Trempealeau, Vernon

	10
	South Central
	Columbia, Dane, Dodge, Jefferson, Marquette, Sauk

	11
	Southwest
	Grant, Green, Iowa, Lafayette, Richland, Rock


17. County

Enter the County that the User worksite is located in into the text field provided.  

Proceed to Field 18. Request Type.
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Request Type Field 18
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Update User Account
If a User has a change in name, e-mail address, telephone/fax, work address or Supervisor, check "Update User Account", 
· Enter details in the "Change(s) to be made:"  text field provided.
· Proceed to Field 21. Supervisor First and Last Name.

If a User requires a change to existing DET System access rights (e.g. existing ASSET Case Manager now requires additional RES Staff rights) as a result of changed work tasks and/or assigned job duties, check the "Update User Account", proceed to Field 19. DET SYSTEMS to identify additionally desired access rights.
· A change in Employer requires inactivation of existing User Account.  Submission of 

DETS-10-E by new Employer is required to re-establish User Account, and grant DET System access appropriate to position with new Employer.
· If an Employer is no longer an authorized WDB, WDB Local Partner, Data Recipient or Consortium, User Accounts for ALL employees granted access under previous authorization MUST be inactivated.

Add Access to DET Systems Identified Below
Check "Add Access to DET Systems Identified Below" to create DET System Accounts for new User or to grant additional DET System access rights to existing User Accounts.
Proceed to Field 19. DET SYSTEMS to identify desired access rights.
Remove Access to DET Systems Identified Below
Check "Remove Access to DET Systems Identified Below" to remove DET System access rights from existing User Accounts.

Proceed to Field 19. DET SYSTEMS to identify access rights to be removed.

· If ALL DET System access rights are to be removed from existing User Accounts, check "Inactivate User Account"
Inactivate User Account (Remove all user access)
Check “Inactivate User Account” if ALL DET System access for User must be removed because:

· User has vacated employment,
· Employer is no longer authorized to request employee access to DET Systems,
· User no longer requires access to perform work,
· User Account (username/password) has been compromised, OR 

· User has violated DET System security.
Proceed to Field 21. Supervisor First and Last Name.
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DET Systems Field 19
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An asterisk (*) denotes a required field for identified system access.  Failure to provide all necessary information may result in DET Security processing delays OR denials of requested access.
ASSET

The Automated System Support for Employment and Training (ASSET) system is DET's primary participant system of record for Workforce Investment Act (WIA) 1998, Workforce Innovation and Opportunity Act (WIOA) 2014, and Wagner-Peyser 1933 funded programs.   ASSET interfaces with other DWD systems (e.g. DET Job Center of Wisconsin, Unemployment Insurance benefit and wage systems), and contains participant PII (personally identifiable information).  Access to ASSET data and system functionality is authorized on a need-to-know basis and controlled by: 
· Authorized Active Directory Logon in either DWD or WIEXT domains, 
· Assignment of a required ASSET Profile to the User's DET System Account, and 
· Optional granting of system-defined "Special Rights" to the User Account.
To request ASSET access, check the ASSET box and select a required Profile from the drop-down list provided.
	Profile
	Function
	Constraints

	Limited Viewer
	READ only access to the following ASSET menu items:  Case Management/Manage Customers, HELP, WI Job Center Directory, Exit
	Profile limited to designated DWD IT Call Center and/or DOA WI Help Desk staff.

	Viewer
	READ only access to the following ASSET menu items:  Case Management/Manage Customers, Manage Employment, Manage Assessments, Manage Employability Plan, Manage Programs, Manage Services, Manage Exits, Manage Follow-ups, Manage Customer Notes; Staff Requests; Job Matching; System Reports; HELP; Staff Information; Staff Search; WI Job Center Directory; Exit
	

	Receptionist
	Can view the same ASSET menu items as Viewer.  Has additional rights to perform data entry including ADD/UPDATE of customer information, with the exception of Manage Programs and Manage Services.
	

	Case Manager
	Has same capabilities as Receptionist with additional ADD/UPDATE rights for Manage Programs and Manage Services.
	


Continued next page
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	Profile
	Function
	Constraints

	Approver
	Has same capabilities as Case Manager with additional access to WDA Approver Tools:  Manage Contract IDs, Manage Qualifying Employers, and Transfer Case Load.  Also, functionality to approve Staff Requests, and view confidential records for identified supervised staff.
	Profile limited to designated Users in a Supervisory position.

	QA Approver
	Has same capabilities as Viewer, with additional ADD/UPDATE access to Staff Requests.
	Profile limited to designated DWD DET Central Office staff.

	Administrator
	Has ADD/UPDATE access to all ASSET menu items.  Has additional ADD/UPDATE access to Administration Tools:  Manage Grant Funds, Manage TAA Petitions, Refresh Variables, Refresh System Messages(s), Manage Contract IDs, Manage Qualifying Employers, Transfer Case Load, Contracts & Grants Maintenance Report, Manage WorkKeys Providers, and Manage Job Fairs.
	Profile limited to DWD DET Division Security Officers and DSO-Authorized DET staff per DET Management request.


Request optional ASSET Special Rights by checking boxes and selecting drop-down values, as appropriate.

	Special Right
	Function
	Constraints

	Cust Support
	Customer Support right allows ASSET user to query and view customer Social Security Number (SSN), view UI Portal logon, and to Disassociate JCW Logon from ASSET record.
	Right limited to designated DWD IT and DET Call Center staff.


	WI Help Desk
	(DOA) WI Help Desk allows ASSET user to query and view customer Social Security Number (SSN), and view UI Portal logon.
	Right limited to designated DOA WI Help Desk staff.

	TESSA
	TESSA right allows ASSET user to connect to West Central WDA-developed and supported TESSA financial system.
	User must also request of, and be granted TESSA system rights by, authorized WDA 8 West Central WI staff.

	RES
	Re-Employment Services (RES) right allows ASSET user varying degrees of function dependent upon RES-related duties.

· RES Staff:  Provide RES services.
· RES CC: Support RES customers.
· RES Mgr:  Support all staff performing RES-related work tasks.
· RES Admin:  Administer RES-related ASSET System functionality.
When RES Special Rights are requested, the requested Level of Access MUST also be provided.  
	See RES Access Table.

	Non-RES WS
	Non-RES Workshop right allows ASSET user ADD/UPDATE access to Posting Tools:  Workshop Posting and Workshop Roster Update for management of customer scheduling and attendance for non-RES related workshops which may be held locally.  Non-RES workshops may include, but are not limited to:  NCRC, WorkKeys, Employment Counseling, Resume Writing, etc.
	


Continued next page
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	Special Right
	Function
	Constraints

	Other
	Other special rights may include:
· Data Validation

· Program-specific rights such as W3 (Wisconsin Workers Win) or RR Admin (Rapid Response Administration) which allow ASSET access related to specific program or grant activities.

	· Data Validation is restricted to DWD DET DSO-Authorized staff per DET Management request.

· Program-specific rights are restricted based on User program/grant participation.

· Use of the Other field upon direction from DET DSO.


RES Access Table
	Functionality
	RES Staff
	RES Call Center Staff
	RES Manager
	RES Administrator

	See Posting Tool
	Y
	Y
	Y
	Y

	Initial Schedule
	Y
	Y
	Y
	Y

	Cancel Initial Session
	Y
	Y
	Y
	Y

	Reschedule Initial Session
	Y
	Y
	Y
	Y

	Schedule Following Extension
	Y
	Y
	Y
	Y

	Create Session
	Y
	Y
	Y
	Y

	Edit Session
	Y
	Y
	Y
	Y

	Update Attendance
	Y
	Y
	Y
	Y

	Create Services, from roster
	Y
	Y
	Y
	Y

	Grant Exemption
	N
	Y
	Y
	Y

	Grant Extension
	N
	Y
	Y
	Y

	Schedule Following No Show
	N
	Y
	Y
	Y

	Revoke Exemption
	N
	N
	Y
	Y

	Cancel Following Extension
	N
	N
	Y
	Y

	Reschedule Following Extension
	N
	N
	Y
	Y

	Schedule into Past Session
	N
	N
	Y
	Y

	See RES Admin Tools
	N
	N
	N
	Y


NOTE:  First time ASSET users are granted access to both Production and Education environments by default.

JobNet Business Staff

JobNet Business Staff is DET's primary system for staff management of Wagner-Peyser 1933 funded employer and job order data entered/accessed by the public via Job Center of Wisconsin.  Access to JobNet Business Staff data and system functionality is authorized on a need-to-know basis and controlled by: 

· Authorized Active Directory Logon in either DWD or WIEXT domains, and

· Assignment of required JobNet Business Staff Rights to User's DET System Account.

To request JobNet Business Staff access, check the JobNet Business Staff box and select required Rights from the drop-down list provided.

Go to TOC
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	Right
	Function
	Constraints

	Employer Management
	Employer Management is the default level of JobNet system access.  It allows user ADD/UPDATE access to the following JobNet menu options: Staff Action Management (Manage Activities, Add Multiple Activities, Manage Employer Updates, Staff Information, and My Staff Information), Employer Management (Manage Profiles, Manage Sites, and Manage Contacts).  It allows user READ access to the following JobNet menu options: Job Order Management (Manage Job Orders).  Allows additional access to limited System Reports, WI Job Center Directory, Job Order Policies, and Exit.
	

	Emp Mgt/Job Order Management
	Employer Management/Job Order Management allows ADD/UPDATE access to all JobNet menu items noted for Employer Management, and additionally allows ADD/UPDATE access to: Staff Action Management (Pending Orders, Requests for Assistance, Release Veterans Hold), Job Order Management (Incomplete Orders), Email JobNet Business Help, and expanded System Reports.
	Right limited to designated DWD DET Job Service staff per DET Management request.

	System Administration
	System Administration allows ADD/UPDATE access to all previously identified functions, in addition to Administration Tools:  Move Contact/Job Order/Activity, Job Order Administration, Refresh Variables, Refresh System Message, Maintain Dictionary, Update EXPOE Reported Profiles and Sites, Suppress External Job Orders.
	Right limited to DWD DET Division Security Officers and DSO-Authorized DET staff per DET Management request.


NOTE:  First time JobNet Business Staff users are granted access to both Production and Education environments by default.

Rapid Response
Rapid Response (Dislocation Events) is a sub-system of JobNet Business Staff specifically developed for the Dislocated Worker program Rapid Response Team.  Deployed in December of 2015, access to Rapid Response data and system functionality is authorized on a need-to-know basis and controlled by: 

· Authorized Active Directory Logon in either DWD or WIEXT domains, and

· Assignment of required security Role to the User's DET System Account.

Access to Rapid Response is separate from access to JobNet Business Staff.

To request Rapid Response access, check the Rapid Response box and select required Role from the drop-down list provided.
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	Right
	Function
	Constraints

	Viewer
	May view select statewide information only.
	

	Practitioner
	Full System access.
	Confidential data is restricted by WDA.

	Administration
	Full System access.  Additionally, may add new employers, mark data "Confidential" and/or remove the "Confidential" status.
	Right limited to DSO-Authorized DET staff per DET Management request.


NOTE:  First time Rapid Response users are granted access to both Production and Education environments by default.

NOTE:  ASSET "RR Admin" Special Access rights:  Allows DWD staff ONLY access to RR Administration Tools menu which links to "Manage Grant Funds", "Manage TAA Petitions", and "Manage Qualifying Employers".  Staff with RR Admin special access have the same access to these functions as ASSET Admins have.  Those with a Viewer profile or above may be granted RR Admin special access upon request/approval.  To request this ASSET special access, check the box for ASSET access and list "RR Admin" under "Other".
WorkWeb  (Non-DWD staff access to Extranet)
The Department of Workforce Development maintains a web site providing general agency information to DWD (intranet) and non-DWD (extranet) staff.  This site is known as the "WorkWeb".  Access is controlled by Authorized Active Directory Logon in the DWD or WIEXT domains.  DWD domain Users are granted access by default.  WIEXT Users my check the box for WorkWeb.  Access will be granted in the Production environment only.
WebI

WebIntelligence (WebI) is a DWD-supported business objects tool which allows access to data stored in DET databases and data warehouses via published management reports and user queries.  Access to WebI is authorized on a need-to-know basis and controlled by: 

· Authorized Active Directory Logon in DWD domain, OR

· Authorized SAP Enterprise Logon for non-DWD staff, and
· Authorized access to underlying application/database via Active Directory Logon in either DWD or WIEXT domains, as required.

To request WebI access, check the WebI box and check the required Data Access box for EACH desired database or warehouse.  For EACH Data Access request, you must also choose a required Access Level from the drop-down list provided.
	Data Access

	Acronym
	Business Objects Universe
	Content
	Constraints

	JCS
	Job Center Systems
	Statistical and informational reports derived from data sourced in ASSET, JobNet Business Staff, and Job Center of Wisconsin (JCW).
	

	BAS
	Bureau of Apprenticeship Standards
	Informational reports derived from data sourced in Bureau of Apprenticeship Standards Information System (BASIS).
	Rights limited to DET BAS staff with access to underlying BASIS system.


	Data Access

	Acronym
	Business Objects Universe
	Content
	Constraints

	PMet
	Performance Metrics
	Statistical and informational reports derived from data sourced in Quarterly System Reports database (aka Federal Reporting).
	PMet under development and will be available at a future date TBD.

NOTE:  UI wage data available via PMet will be subject to DSA with DWD UI.  WRIS wage data will be subject to WRIS Agent Agreement.

	Other
	· (JNB) JobNet Business

· (U2E) Unemployment to Employment

· (Conf) Confidential
· (FI) Fraud Investigation

· (OUT) Outcomes Tracking
	
	Rights limited to DWD staff only based on authorized role(s).


	Access Level
	Function
	Constraints

	Viewer
	May view authorized published reports
	Default Access Level granted

	Analyst
	May query data and create reports for personal use
	User must complete authorized WebI training prior to access being granted.

	Publisher
	May query data and publish reports for other's use
	Rights limited to DWD BO staff and DSO-Authorized DET staff per DET Management request.

	Other
	Allows User to request additional BO functionality such as developer or Universe designer rights.
	Restricted to identified IT staff upon DET Security direction and authorization.


NOTE:

Viewer access to the Youth Apprenticeship/High School Pupil Program (YAP) Business Objects Universe is given by default to all Users of the YA/HSP Application, as appropriate.  To request YAP WebI access, select YA/HSP and complete required Role and Grantee information, as needed.
Centurion (CARES)
Centurion (CARES) is a vendor-supplied and supported tool which allows routing of telephone calls to DET Job Service and Security Call Centers.  Access to Centurion (CARES) is authorized on a need-to-have basis and controlled by: 

· DET created Agent account within Centurion (CARES), 

· DET assignment of Agent account to a required Split within Centurion (CARES), 
· DET assignment of Agent account to a required Permission Type within Centurion (CARES), and
· Installation of Centurion (CARES) hardware/software to user Workstation (based upon supervisor submission of BGS-23-E to DET Technicians).
To request Centurion (CARES) access, check a box to indicate required Split (Call Center) to which user will be assigned, and select a Permission Type from the drop-down list provided.
	Split

	JSCC
	Job Service Call Center

	DETCC
	DET Security Call Center

	Other
	No other DET Splits at this time.  Field allows for future expansion.


	Permission Type

	Agent

	Agent with Charts

	JSCC Manager

	DETCC Manager


Centurion (CARES) uses Group Policy Objects (GPOs) to enforce consistent computer settings which control the display of dial keypads for users.   Check boxes for GPOs desired.

	GPO

	DWD DET JSCC ACDSD GPO
	Displays speed dial keypad for JSCC/DETCC staff.

	DWD DET JSCC ACDVMM GPO
	Displays fire drill buttons for authorized Call Center managers.


BASIS
The Bureau of Apprenticeship Standards Information System (BASIS) is DET's primary system of record for Wisconsin's Apprenticeship program.   Access to BASIS data and system functionality is restricted to DWD employees, authorized on a need-to-know basis, and controlled by: 

· Authorized Active Directory Logon in the DWD domain, 

· Creation of a staff record in BASIS by a BAS Administrator, and

· Addition of user to a BASIS database account by a DWD Database Administrator.

To request standard BASIS access, check the BASIS box.

Additional BASIS access and/or functionality may be requested, as follows:

Check the Signature File box if:

Staff is a District Representative who will need to have a Signature File integrated into the application to be able to generate signed correspondence automatically.

Check the Notebook box if:


User's primary workstation/connection to BASIS will be via an assigned laptop/notebook.

Check the ODBC Setup box if:

Staff is a BAS Administrator who may need ODBC database connectivity.  If ODBC connectivity is also required in the User Acceptance Test (UAT) environment, go to Field 20. Requested Access to Non-Production Environment, and check the UAT box.

WOTC
The Worker Opportunity Tax Credit (WOTC) system is DET's primary system of record for supporting the self service, web-based application that allows employers and their agents to apply for WOTC.   Access to WOTC data and system functionality is authorized on a need-to-know basis and controlled by: 

· Authorized Active Directory Logon in the DWD domain, and

· Assignment of a required WOTC Profile to the User's DET System Account.

To request WOTC access, check the box and select a required Profile from the drop-down list provided.

	Profile
	Function
	Constraints

	Certifier
	Allows user ADD/UPDATE access to process submitted WOTC requests for certification or denial.
	Access is restricted to DWD staff in the DET WOTC work unit.

	Supervisor
	Allows user additional ADD/UPDATE access to review flagged requests, handle appeals, and change employee SSNs on saved applications.
	


NOTE:  There is no Education (EDU) WOTC Environment.
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BWITS

The Bureau of Workforce Information and Technical Services (BWITS) Workspace is a DET-owned and managed environment to be used for the secure research and analysis of workforce data, development of work products, and exchange of data with authorized internal/external data recipients.  Access to BWITS Workspace data is restricted to DWD employees, authorized on a need-to-know basis, and controlled by: 

· Authorized Active Directory Logon in the DWD domain, and
· Optional software installation and/or granting of system-defined rights to User per policy and procedure as documented in the DET Workspace Governance Document.

To request BWITS access, check the BWITS box and check the required Partition box for EACH desired Partition.  For EACH Partition request, you must also choose a required Access Level from the drop-down list provided.

	Partition

	Acronym
	Partition
	Content
	Constraints

	CRE
	Confidential Research Environment
	Labor Market and Economic Information subject to Bureau of Labor Statistics (BLS) Cooperative Agreement.  Example: Quarterly Census of Employment and Wages (QCEW) program data.
	Must complete BLS training and sign BLS Agent Agreement prior to requesting access.
Must renew training/ Agreement annually to maintain access.

	PDE
	Production Development Environment
	Confidential Labor Market and Economic Information not subject to BLS Cooperative Agreement.  Examples:  UI Data obtained via inter-divisional DSA, Quarterly Workforce Indicators (QWI) received from Bureau of Census Local Employment Dynamics (LED) program.
	User must comply with Workspace Governance requirements.

	EDS
	Estimates Delivery System
	Customized area employment and wage estimates generated by the Estimates Delivery System (EDS), and used by staff tasked with reviewing and improving quality of all Occupational Employment Statistics (OES).
	This partition under development, constraints TBD.
DET/BITS MOU applies.

	Other
	(LMI) Labor Market Information
Future Partitions TBD
	Original LMI Workspace Partition.  Primarily used for the current exchange of data with 3rd parties per existing DSA, e.g. Nurse Survey Data.
	User must comply with Workspace Governance requirements.


	Access Level
	Function
	Constraints

	User
	Allows ADD/Update access to the Work Area of authorized partition(s).
	Default level of access.

	QA/Stage
	Allows User access and additional ADD/Update rights to Staging Area of authorized partition(s) for the purpose of performing Quality Assurance reviews and/or Staging data for migration between partition folders and/or other authorized locations per Workspace Governance.
	Restricted to limited number of lead workers tasked with QA and/or Staging responsibilities for available data and work products.  At a minimum, must be approved by Partition Administrator.

	Admin
	Allows QA/Stage access and additional ADD/UPDATE rights to Data Vault of authorized partition(s) for the purpose of Administering data available in partition(s).  Further authorizes User to request changes to Partition per BWITS Workspace Governance.
	Restricted to limited number of lead workers authorized by BWITS Owners and DET Security to perform Partition Administration and oversight.

	Other
	Allows for expansion of the BWITS Workspace to include other access levels.  May also be used to request User be identified as a BWITS Workspace Administrator with general oversight for the environment per BWITS Workspace Governance.
	· Additional access level constraints TBD, as needed.

· Workspace Administrator restricted to limited number of staff authorized by BWITS Owners and DET Security.


YA/HSP
The Youth Apprenticeship/High School Pupil System is DET's primary system of record for Wisconsin's Youth Apprenticeship and Wisconsin Fast Forward's High School Pupil programs.   Access to YA/HSP data and system functionality is authorized on a need-to-know basis, and controlled by: 

· Authorized Active Directory Logon in either DWD or WIEXT domains, 

· Assignment of a required YA/HSP Role to the User's DET System Account, and 

· Granting of Grantee-specific rights for those in a YA Coordinator/HSP Director/Manager role only.

To request YA/HSP access, check the YA/HSP boxes, as appropriate, and select  required Role from the drop-down lists provided.
	Role
	Function
	Constraints

	DWD Administrator
	ADD/UPDATE access to YA data including: Consortium, Employer, and Student records.
	Restricted to staff of DWD DET YA work unit and DET DSOs.

	DWD Viewer
	READ only access to YA data including: Consortium, Employer, and Student records.
	Default level of access for DWD employees not in DET YA work unit.

	HSP Project Director/ Manager
	Allows authorized HSP Project Dir/Mgr to ADD/UPDATE Student Information for identified Grantee per conditions of contract(s).
	Access is limited to public-facing YA/HSP Application only.

	YA Coordinator
	Allows authorized YA Coordinators to ADD/UPDATE Student Information in identified Grantee per conditions of contract(s).
	Access is limited to public-facing YA/HSP Application only.


NOTE:  
· User requesting YA Coordinator/HSP Director/Manager role MUST tab to text field and enter name(s) of Grantee for which data access is being requested.
· Viewer access to the Youth Apprenticeship Program (YAP) Business Objects Universe via WebI is given by default to all Users of the YA/HSP Application, as appropriate.  For YA Coordinators/HSP Director/Managers, DET Security will create needed WebI Account (username/initial password) to be provided to User when notification is sent advising of access availability, per standard operating procedure.
· View/edit of Student SSNs will be restricted to DET DSOs, pending DET Business Area and DET Security authorization, and future system enhancements.
· See SharePoint NOTE regarding YA SharePoint Site access.
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SharePoint 
DET creates and maintains SharePoint sites as a mechanism for providing a centralized workspace in support of collaborative efforts between DWD staff across various work units and/or divisions (internal), and/or third party agents (external).
Access to DET SharePoint sites, data, and system functionality is authorized on a need-to-know basis and controlled by: 

· Authorized Active Directory Logon in either DWD or WIEXT domains, and

· Assignment of required user Access Level within each site.

To request SharePoint access, check the SharePoint box, select a required Access Level from the drop-down list provided, and provide the name or URL for the desired SharePoint Site(s) in the text box provided.  
	Access Level
	Function
	Constraints

	Read
	Allows READ (Visitor) access to site content.
	

	Update
	Allows UPDATE (Contributor) access to site content (e.g. READ/WRITE access to documents).
	

	Owner
	Allows FULL access to the site for the development and management of site content.
	Restricted to designated DWD staff per DET SharePoint policy and procedures.


Information on available DET SP sites is available from the DET Security Unit on request.
NOTE:  

· The URL for the YA SharePoint site is:  http://sp.dwd.state.wi.us/DET/wiya/SitePages/Home.aspx
· YA Coordinators should request Update (Contributor) Rights.

· YA Admins and Users should request Read, Update, Owner Rights, as appropriate.
JCSAdmin 

The Job Center Systems Administration (JCSAdmin) application is DET Security's primary tool for creation and maintenance of user DET System Accounts which allow access to DET data and systems identified on the DETS-10-E form.  Access to JCSAdmin is restricted to authorized DET Division Security Officers and DWD IT staff in call center customer support roles.  Access to JCSAdmin is authorized on a need-to-know basis and controlled by: 

· Authorized Active Directory Logon in DWD domain only.

To request JCSAdmin access, check the JCSAdmin box.

OTHER/COMMENTS

If access to DWD or DET Systems not listed on the DETS-10-E form is required, check the box for OTHER/COMMENTS and list need(s) in the text box provided.

Selecting the F1 key while the cursor is in the text box will reveal a list of examples.  DWD and DET Systems which may be needed but are not listed include, but are not limited to:
· Almis Table Maintenance (ATM) application.  This application requires installation to the user's workstation.  It is only approved for authorized DET Labor Market Information staff tasked with maintaining Workforce Information Database (WID) (aka "ALMIS") tables.

· DWD WorkWeb.  Access to the DWD WorkWeb by non-DWD staff requires granting of rights to the authorized user's DET System Account.
· UI Suites and/or UIBNET.  Access to DWD Unemployment Insurance (UI) tax and/or benefits systems and data is limited to users who are covered by either DWD inter-divisional agreement or UI Data Sharing Agreement with another government agency.  Access is granted via DWD Automation Security and UI Division Security Officers upon DET DSO authorization.
· RAPIDS.  The Reengineering Acquisition, Payment and Information Disposition Systems (RAPIDS) is a DWD ASD-supported application for processing all procurement requests.  RAPIDS requires installation to the user's workstation, and creation of a User Profile and Job Function record within the application itself.
· Rich Client.  Like WebI, Rich Client is a DWD-supported business objects tool which allows access to data stored in DET databases and data warehouses.  However, it also allows a user to query other data sources (e.g. personal Excel spreadsheets), and incorporate the data into reports.  Rich Client requires installation to the user's workstation, and is only authorized for DWD staff who have received training and/or have advanced analysis skills.
· Dislocated Worker Database.  The Dislocated Worker Database is a Microsoft Access database located in a secure S:\ folder.  Access is controlled by authorized membership in a DWD Active Directory Security Group.
· ETP. The Employee Training Provider (ETP) application is a DET-developed and maintained application.  It is considered a component of the ASSET system with limited access.  Access is granted to the authorized User's DET System Account by DET Security and controlled by Active Directory Logon in the DWD domain.
· Outlook DET Shared Mailboxes.  Use of secured shared mailboxes is one authorized method of secure data exchange which can be used to limit access to data which may contain personally identifiable information (PII).  Access to DET Shared Mailboxes (SMBs) is NOT granted via mirroring security on existing staff.  Access to DET SMBs is only granted on request.
Selection of DET Systems in Field 19 will result in access to data and systems in Production environments ONLY, unless otherwise identified.  To request access to non-production environments, proceed to Field 20. Requested Access to Non-Production Environment(s).

If no access is needed to non-production environment(s), AND User is current DWD/Non-DWD staff or new DWD staff who is available, proceed to Field 29. Signature of User Requesting Access.
If no access is needed to non-production environment(s), AND User is new DWD staff who is not yet available, proceed to Field 21. Supervisor First and Last Name.
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Access to non-Production environments is made available to users who are involved in DET System development efforts, or learning to use DET Systems, on a need-to-know basis.  Unless otherwise noted in the System descriptions provided under DET Systems Field 19, access to non-Production environments must be separately requested, and MAY require the creation of additional User IDs (Logons and Passwords) specific to environments requested.
As non-Production environments MAY contain production data, all DET Production System and Data security restrictions extend to use of these environments.

Check the box(es) for the Non-Production Environment access requested.

If User is current DWD/Non-DWD staff or new DWD staff who is available, proceed to Field 29. Signature of User Requesting Access.

If User is new DWD staff who is not yet available, proceed to Field 21. Supervisor First and Last Name.

DEV

Development environments are used by DWD IT staff to develop and modify Systems in-house.  Access is restricted to users who are assigned to work units charged with the on-going support of DET Systems and Data, or who have been assigned to specific projects as needed, by authorized DWD management.
UAT

User Acceptance Test environments are used by DWD and non-DWD staff to test new and modified features of DET Systems to assure functionality meets business needs prior to implementation in Production environments.  
Access is restricted to users who are assigned to UAT tasks on specific projects as needed by authorized DET staff, or whose job description identifies UAT across DET Systems on an on-going basis.  Where access is for a specific project, rights are granted for a specified period of time, to be terminated upon completion of project.
User System rights granted in the UAT environment may be different from those granted in the Production environment, as needed, to allow for testing of specific functionality for which the User may or may not otherwise be authorized.
EDU

Education environments are used by DWD and non-DWD staff to facilitate DET System and Data training in an environment which mirrors Production without impacting Production Data.
Access is restricted to users who have been authorized for the Production environment, and System Rights are restricted to those granted in Production.  Access may be allowed for a specified period of time to participate in an organized training session, or may be indefinite to facilitate on-going User need.
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Image Form Fields 21-28
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21.
Supervisor First and Last Name
This is the name of the Supervisor who is responsible for authorizing the requested access on behalf of the User.  
Enter the Supervisor's full name in the text field provided.  

Proceed to Field 22. Supervisor E-mail Address.

22.
Supervisor E-mail Address

This is the e-mail address used by DET Security, DWD and/or DET Call Center Staff, DET Systems, and DET System Users to communicate with the Supervisor authorizing User access.

Enter the Supervisor's  work e-mail address in the text field provided.  

Proceed to Field 23. Supervisor Work Telephone.

23.
Supervisor Work Telephone

The Supervisor Work Telephone is the day time telephone number used by DET Security, DWD and/or DET Call Center Staff, DET Systems, and DET System Users to communicate with the Supervisor authorizing User access.

· Enter the work telephone 3-digit area code in the first text field provided (e.g. 920).

· Enter the full 7-digit work phone number in the second text field provided (e.g. 999-9999).

· If the work phone number provided is for an employer operator, switchboard, or voice system, enter the Supervisor's unique Extension number for direct contact in the third text field provided, up to 5 digits (e.g. 99999).

Proceed to Field 24. Supervisor Signature.

NOTE:  A User telephone number is required in Field 12. User Work Telephone/FAX Number.  If a telephone number has not yet been assigned to the User, the Supervisor's number will be used to create the DET System Account.  The Supervisor must notify DET Security when the User phone number is available.
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24.
Supervisor Signature

The Supervisor's signature authorizing the User's access is required BEFORE the form is submitted or any action can be taken on the request.  If the signature is not present, or if it does not match the name provided in Field 21. Supervisor First and Last Name, or if it does not meet the criteria for Supervisor as defined, DET Security will deny the request and return it unprocessed.

Capture the Supervisor's Signature and Date Signed in the field provided.
· If the User is a non-DWD employee, proceed to Field 25. Authorizing Agency.

· If the User is a DWD Non-DET employee, proceed to Field 26. LSO/DSO First and Last Name.

· If the User is a DWD DET employee SUBMIT the form to DET Security.

NOTE:  Supervisor Signature is not required to inactivate User Accounts when LSO/DSO is submitting form/requesting inactivation due to security violation, position vacancy, or per conditions of DSA/MOU or Contract as related to authority of Authorizing Agency for partner staff (sub-contractor Employing Agency).
25.
Authorizing Agency
The Authorizing Agency is the Agency that has the legal authority to request DET System or Data access for staff of the User's Employing Agency, per existing Data Share Agreement (DSA), Memorandum of Understanding (MOU), or Contract authorizing any such access to non-DWD Users.  
If the Agency listed is not a valid or currently authorized agency per DET-Security record, the request will be denied and returned unprocessed; OR may be held, at DET-Security discretion, until appropriate authorizations are in place.  This may require the drafting and signature of appropriate DSA/MOU prioritized upon DET DSO availability.
Enter the name of the Authorizing Agency in the text field provided
Proceed to Field 26. LSO/DSO First and Last Name.

26.
LSO/DSO First and Last Name
This is the name of the Local or Division Security Officer who is responsible for authorizing the requested access on behalf of the User.  
Enter the LSO/DSO's full name in the text field provided.  

Proceed to Field 27. LSO/DSO Telephone Number.

27.
LSO/DSO Telephone Number
The LSO/DSO Telephone Number is the day time telephone number used by DET Security, DWD and/or DET Call Center Staff, DET Systems, and DET System Users to communicate with the LSO/DSO authorizing User access.

· Enter the telephone 3-digit area code in the first text field provided (e.g. 920).

· Enter the full 7-digit phone number in the second text field provided (e.g. 999-9999).

· If the phone number provided is for an employer operator, switchboard, or voice system, enter the LSO/DSO's unique Extension number for direct contact in the third text field provided, up to 5 digits (e.g. 99999).

Proceed to Field 28. LSO/DSO Signature. 
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28.
LSO/DSO Signature

The LSO/DSO's signature authorizing the User's access is required BEFORE the form is submitted or any action can be taken on the request.  If the signature is not present, or if it does not match the name provided in Field 26. LSO/DSO First and Last Name, or if it does not meet the criteria for LSO/DSO as defined, DET Security will deny the request and return it unprocessed.

Capture the LSO/DSO's Signature and Date Signed in the field provided.
SUBMIT the form to DET Security.
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et and must be kept CONFIDENTIAL; () permting anlher to use such passwordio gein access o deta is expressly prohibited, and
(G)en operstor shouid never leave a workstalion Unattended wihout istterminating o locking thei session.
3. Abreach o DAD poliy consites a securty viltion and may subject the operetor o discipinery action when srcumstances warrari
‘Any operator whoknaws o actual o sttempted vidations should nlity his or her supervisor
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Image Form Field 29
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At a minimum, ALL Users requesting access to DET Systems and Data MUST sign a User Security Acknowledgement confirming recognition and understanding of responsibilities for appropriate use and security, and potential consequences of violation.  Signature of the DETS-10-E meets this minimum requirement, but does not preclude fulfillment of additional requirements which may be necessary prior to granting specific System or Data Access (e.g. Security training, BLS Agent Agreement, WRIS Data Agreement, etc.).
29.
Signature of User Requesting Access

The User's signature Requesting Access and confirming Security Acknowledgement is required BEFORE DET System Accounts or Data will be released by DET Security.  
If the signature is not present, or if it does not match the name provided in Field 9. Last Name, First Name AND M.I., DET Security will deny the request and return it unprocessed (for Non-DWD User), or  temporarily hold accounts until (valid) User Signature is captured (for DWD User).  Failure to capture signature in a timely fashion may result in DET removing requested access and/or inactivating accounts.
Capture User Signature and Date Signed in the field provided.
Proceed to Field 21. Supervisor First and Last Name.

If User is DWD new hire whose DETS-10-E was previously submitted by DET Supervisor or Non-DET DSO as part of on-boarding preparations, RESUBMIT form with all required signatures to DET Security to release System Accounts and Data for User access.
DET Security Officer Signature Field 30
[image: image8.png]0. DET Security Officer Sinature
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Image Form Field 30
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The DET Security Unit is responsible for processing all requests.  

· LSO/DSO, User and (optionally) User’s Supervisor are notified, as appropriate, when requested access is in place.

· If the request is denied, the DET Security Unit will notify the Authorizing Security Officer (or DET Supervisor) of the reason, and the form will be destroyed without being processed.

Once the form has been processed, and System Accounts and Data have been released for User access, a DET DSO will Sign and Date the DETS-10-E and file in the DET Security Unit per Record Disposal Authorization (RDA) and System audit requirements.  NO ONE other than a designated DET DSO should complete Field 30. DET Security Officer Signature.
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