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DVR ELIGIBILITY AND ORDER OF SELECTION ASSESSMENT SERVICES 
MEMORANDUM OF A G R E E M E N T

 
This Memorandum of Agreement (MOA or Agreement) is effective as of July 1, 2025 through June 30, 2026 by 
and between the Department of Workforce Development (DWD), on behalf of the Division of Vocational 
Rehabilitation (DVR), whose principal business address is 201 E. Washington Avenue, Room G 100, Madison, 
WI 53703, and the Board of Regents of the University of Wisconsin System,  DBA University of Wisconsin-
Stout, (UW-Stout), Stout Vocational Rehabilitation Institute (SVRI)  whose principal business address is 712 S 
Broadway St., Menomonie, WI 54751 (collectively, the parties). 
 
The Department of Workforce Development employee responsible for the administration of this Agreement will 
be Anna Eggebrecht (Anna.Eggebrecht@dwd.wisconsin.gov), Bureau of Consumer Services Director, whose 
principal business address is 201 E. Washington Avenue, Room G 100 Madison, WI 53703.  In the event that  
Anna Eggebrecht is unable to administer this Agreement, DWD will contact UW-Stout and designate a new 
DVR agreement administrator.
 
The UW-Stout employee responsible for administration of this Agreement will be Kyle Walker 
(walkerky@uwstout.edu), 221 Tenth Ave. East, Menomonie, WI 54751. In the event that Kyle Walker is unable 
to administer this Agreement, UW-Stout will contact DWD and designate a new administrator. 
 
WHEREAS, DWD wishes to purchase services from UW-Stout as it is authorized to do so by Wisconsin law; 
and
 
WHEREAS, UW-Stout is engaged in furnishing the desired services;
 
NOW, THEREFORE, in consideration of the mutual undertaking and agreements hereinafter set forth, DWD 
and UW-Stout agree as follows:
 

1. HISTORY AND NEED 
 
The Eligibility and Order of Selection (EOS) Assessment Service assesses the impediment to 
employment caused by an applicant's disability/disabilities and their eligibility and order of selection 
assessment for DVR services. UW-Stout began assisting DVR with the EOS Assessment Service in 
2015. 

 
2. ELIGIBILITY AND ORDER OF SELECTION (EOS) UNIT PERSONNEL REQUIREMENTS 

 
A. UW-Stout shall provide personnel for the EOS Assessment Service that meet the qualifications 

described in this Agreement.    
 

i. UW-Stout EOS Unit personnel must meet the following qualifications: 
 
a. Knowledge of Vocational Rehabilitation (VR) programs, similar type programs, and/or 

knowledge/experience working with individuals with disabilities. 
b. Knowledge of physical and mental impairments and their relation to vocational and social 

adjustment.
c. Experience with Trauma Informed Care and Motivational Interviewing. 
d. Knowledge and ability to apply diversity, equity, and inclusion practices.
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e. Knowledge of federal and state laws, rules, regulations, policies, and procedures relating to the 
vocational rehabilitation program.

f. Skill in communicating effectively with the public.
g. Knowledge of microcomputer hardware and software tools such as Microsoft Word.  
h. Ability to meet and engage effectively with people and maintain an effective team based working 

relationship with staff and the public.
i. Ability to handle multiple tasks and complete services on short notice.
j. Ability to resolve problems in an effective manner.
k. Skill in written communication.
l. Skill in organization of workload and establishing priorities. 
m. Skill in time management techniques.

 
3. SERVICES TO BE PROVIDED 

 
The EOS Unit for the EOS Assessment Service provided by UW-Stout pursuant to Section 2 of this 
Agreement, shall perform the following services:
 

A. Access DVR applicant and case file documentation via the DVR Service Provider Portal. 
 

B. Schedule EOS assessments and reschedule appointments as needed. 
 

C. Conduct comprehensive EOS assessment with the person and/or their guardian applying for DVR 
services, to include exploration of current and past work history, impact of applicant's 
disability/disabilities, applicable records and resulting functional impairments as they relate to obtaining, 
maintaining, and advancing in employment. 
 

D. Conduct EOS assessments through remote options such as telephone or video conferencing. Meeting 
platform will be based on the applicant's preference. Alternate meeting times outside of 7:45 AM-4:30 
PM shall be made available to applicants upon request. 

 
E. Utilize appropriate modes of communication that are consistent with the informed choice of the 

applicant and enable the applicant to comprehend and respond to the information communicated by 
UW-Stout. 

 
F. Ensure all applicants are made aware of the availability of licensed and qualified ASL interpreters and 

foreign language interpreters for the applicant to engage in services in their primary mode of 
communication. Closed captioning will be offered to applicants who are hard of hearing and applicants 
that have video capability. UW-Stout will accommodate an applicant's request to use family, friends, or 
trusted community members when that is their stated preference or when such an accommodation may 
expedite the application process as requested by the applicant as an exercise of their informed choice. 

 
G. Collect and review applicable medical records and/or other supporting documentation as indicated by 

the applicant and/or referring person to support information shared through self-reporting at time of EOS 
assessment to assess and verify the existence of a physical or mental impairment(s) and the vocational 
impact. If additional diagnoses are identified through the collection of supporting documentation, UW-
Stout will follow up with the applicant and/or referring person to determine whether the condition(s) 
pose a barrier to employment and impacts EOS assessment recommendation. 
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H. Draft and submit the EOS worksheet via the DVR Service Provider Portal to provide draft eligibility 
assessment recommendations to the DVR vocational rehabilitation counselor. DVR maintains the final 
authority to determine an applicant's EOS. 
 

I. Complete all tasks included in the SVRI Eligibility Service Procedure Checklist (Exhibit 1). 
 

4. PERFORMANCE REQUIREMENTS 
 
 

UW-Stout must meet the following Work Effort Measures in performing services under this Agreement. 
UW-Stout must demonstrate that it is meeting these measures by completing the following: 

 
i. DVR applicant is contacted within three (3) business days of UW-Stout's receipt of DVR EOS 

assessment authorization. 
 

ii. EOS assessment and EOS worksheet is completed, and recommendations submitted to DVR within 
35 calendar days of UW-Stout's receipt of DVR EOS assessment authorization. 
 

iii. Request an extension to the DVR point of contact by day 45, with consumer permission, if there is 
not enough information to complete the EOS Worksheet. 

 
iv. EOS recommendations follow DVR policy (pursuant to 34 C.F.R. § 361.42, Assessment for 

determining eligibility and priority for services) and allow DVR vocational rehabilitation counselors 
to determine whether an applicant requires vocational rehabilitation service to prepare for, secure, 
retain, or regain employment consistent with the applicant's unique strengths, resources, priorities, 
concerns, abilities, capabilities, interests, and informed choice.
 

v. Attach medical records and/or other supporting records to the DVR consumer case file via the DVR 
Service Provider Portal prior to submitting EOS assessment recommendation. Medical records 
received after submission of the EOS assessment recommendation, should be sent to the DVR Scan 
Unit at DVRSCAN@dwd.wisconsin.gov.   

 
vi. For presumptive eligibility cases and cases where additional supporting documents come in after the 

EOS assessment recommendation is submitted, records should be attached to the DVR consumer 
case file via the DVR Service Provider Portal. If additional supporting documentation come in after 
the purchase order has been closed, send to the DVR Scan Unit at DVRSCAN@dwd.wisconsin.gov.
 

5. GENERAL OVERSIGHT:
 

A. DVR will monitor UW-Stout's compliance with the terms of this Agreement. DVR may monitor 
services on a periodic basis or as otherwise determined by DVR.

 
B. DVR reserves the right to monitor all aspects of this Agreement, including an applicant's complaint 

regarding the operation of the program by UW-Stout.
 

C. If DVR receives a complaint regarding the operation of the program by UW-Stout, UW-Stout must 
conduct an administrative review of the complaint. UW-Stout must provide the results of UW-Stout's 
administrative reviews of an applicant's complaint to DVR within fifteen (15) days of the date of the 
notice under this section unless DVR approves an extension.
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D. As a result of monitoring, DVR may make recommendations concerning compliance with program 

requirements, achievement of program performance standards, or the administrative efficiency of the 
program, and DVR may require that UW-Stout take corrective action to remedy any identified 
deficiencies.

 
E. In cases where UW-Stout does not meet work effort/outcome measures, the DVR Contract 

Administrator will notify UW-Stout of items that require corrective action and require UW-Stout to 
develop and submit a Corrective Action Plan. UW-Stout's response must be submitted within ten (10) 
days of the date of the notice under this section, unless DVR approves an extension. DVR will 
determine if UW-Stout's Corrective Action Plan is likely to resolve performance issues DVR 
identified, and if so, DVR will approve the Corrective Action Plan. If UW-Stout fails to submit a 
satisfactory Corrective Action Plan or fails to follow an approved Corrective Action Plan, DVR, at its 
discretion, may revise or terminate this Agreement accordingly. Failure to comply with any part of 
this Agreement may result in revision or termination of the Agreement.

 
6. COST AND PAYMENT OF SERVICES

 
A. DVR will pay UW-Stout $320.00 per EOS assessment. Payment is based on the invoice submitted 

electronically to dvrvendorinv@dwd.wisconsin.gov. If unable to send the invoice electronically, UW-
Stout can mail the invoice to:  Department of Workforce Development, DVR CCP Unit, PO Box 
7852, Madison, WI  53707-7852. UW-Stout will use the DVR Statewide Service Provider System to 
receive referral information and the purchase order for each individual. The per individual fee will be 
authorized with each referral to UW-Stout and payable for each completed EOS assessment upon 
receipt of invoice to DVR within the payment terms identified on the purchase order. Invoices should 
be emailed to dvrvendorinv@dwd.wisconsin.gov. 

 
B. In cases where UW-Stout is unable to complete the service due to applicant disengagement, UW-

Stout may invoice for partial payment and receive $150.00 if an Intake Meeting has been completed, 
submitted, and approved by DVR. UW-Stout must also provide all related documentation e.g., signed 
ROI(s) and demonstrate that multiple attempts / multiple methods of contact were made, including 
the applicant’s preferred mode of contact. This means contacting the applicant in their preferred mode 
of contact and at least two additional attempts using another method all over the course of ten (10) 
business days.

 
C. UW-Stout will request and obtain medical records during the EOS assessment process.  Charges for 

Medical Records obtained by UW-Stout are to be billed by the medical records provider directly to 
DVR at the following address: (preferred) dvrvendorinv@dwd.wisconsin.gov. If unable to send an 
electronic invoice, mail to DEPT OF WORKFORCE DEVELOPMENT, DVR CCP UNIT; BOX 
7852; MADISON WI 53707-7852. 

 
D. In cases where UW-Stout needs to have medical records translated from a language other than 

English to complete an EOS assessment due to no other records being available, UW-Stout may have 
the medical records translated through the lowest cost option and submit a separate invoice for 
translation services to DVR, along with the invoice for the EOS service to CCP for payment.

 
E. The preferred method for submitting invoices is by email: dvrvendorinv@dwd.wisconsin.gov.
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F. If unable to send an electronic invoice, invoices can be mailed to: DEPT OF WORKFORCE 
DEVELOPMENT ~ DVR CCP UNIT; BOX 7852; MADISON WI 53707.
 

G. UW-Stout shall secure translation and/or interpretation services for applicants who request such 
services at no additional cost to DVR. 
 

H. UW-Stout is responsible for any travel and training of new staff hired to provide services. All costs 
pertaining to the hiring and training of UW-Stout staff will be borne by UW-Stout.   

 
7. WITHHOLDING//REDUCTION OF FUNDS

 
A. DVR reserves the right to withhold and/or reduce payments due under the terms of the Agreement if 

UW-Stout fails to provide Services consistent with this Agreement or fails to meet performance 
standards as defined in Section 4 Performance Requirements. 

 
B. UW-Stout must submit an extension request to DVR for an EOS recommendation by day 45. Failure 

to comply with this requirement will result in a 50% payment reduction. UW-Stout may request an 
exception to the 50% payment reduction. An example of an exception would involve a delay in DVR 
referring an applicant to UW-Stout. DVR staff are expected to send referrals to UW-Stout within five 
days of receiving application. 

 
C. In cases where the EOS recommendation does not follow DVR policy (pursuant to 34 C.F.R. § 

361.42, Assessment for determining eligibility and priority for services), is deemed unusable by 
DVR's Bureau of Consumer Services Management, and requires additional work of DVR staff, UW-
Stout will not receive any payment for the service. Examples could include DVR staff having to redo 
EOS, contacting a DVR consumer for additional information to determine an EOS, etc. 

 
D. DVR reserves the right to conduct an invoicing audit under Section 5 General Oversight. If DVR 

finds an invoicing discrepancy as a result of an invoicing audit, DVR will notify UW-Stout in writing 
of the invoice discrepancy. UW-Stout must respond to DVR as outlined in the notice.

 
E. DVR reserves the right to withhold payment on future invoices until the discrepancy is resolved. If 

the discrepancy is not resolved, DVR may withhold payment from UW-Stout's future invoices for the 
amount of the discrepancy.

 
8. USE OF FEDERAL FUNDS 

 
A. This is an acknowledgement that Federal funds will be used to fund a portion of this Agreement. The 

Federal Government is not a party to this Agreement and is not subject to any obligations or liabilities 
to the non-Federal entity, contractor, or any other party pertaining to any matter resulting from the 
Agreement.

 
9. STEVENS AMENDMENT

 
A. The Vocational Rehabilitation program receives 78.7 percent of its funding through a grant from the 

U.S. Department of Education. For Federal fiscal year 2024, the total amount of grant funds awarded 
were $70,519,871.00. The remaining 21.3 percent of the costs ($19,086,065.00) were funded by State 
appropriations.
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10. DWD EQUIPMENT SECURITY

 
A. All DWD/DVR systems must be protected from theft, abuse and/or misuse.  

 
B. To the extent authorized under the laws of the State of Wisconsin and Federal Regulations, including 

34 CFR 361.38 and Wis. Admin. Code Ch. DWD 68, UW-Stout is accountable and responsible for all 
activities associated with the system access accounts and equipment assigned to it by DWD/DVR. 

 
11. SECURITY STANDARDS & REQUIREMENTS

 
A. UW-Stout shall adhere to the information technology (IT) security standards and requirements 

identified in the Cyber Security Requirements (Exhibit 2). 
B. UW-Stout must safeguard all personal information and records to prevent inadvertent or unintentional 

disclosures. The applicable references for confidential information at the time of this Agreement are 
34 CFR 361.38 and Wis. Admin. Code Ch. DWD 68.

C. If physical copies of any documents or materials containing confidential information is maintained, 
UW-Stout shall keep it safe in the event of a fire or other catastrophic event.  Confidential 
Information must be stored in a secure location when not in use, during work hours and after hours. 
The collection of DVR applicant Social Security Numbers is strictly prohibited. 

D. DVR applicant related information cannot be sold or shared with a third party or used for a secondary 
purpose.  

E. In the event that applicant data in the custody of UW-Stout is lost, stolen, rendered inaccessible, or 
otherwise compromised or put at risk of misuse, UW-Stout must notify DVR in writing within 24 
hours of becoming aware of the incident, including a copy of any law enforcement report (if 
applicable). UW-Stout must cooperate with DVR by providing notice of the data breach to affected 
applicants and taking other corrective steps specified by DVR. 

 
12. TRAINING REQUIREMENTS

 
A. UW-Stout's EOS Unit will apply EOS training materials as designated by DVR. 

 
B. UW-Stout will ensure that EOS staff working under this Agreement who will be accessing the DVR 

Service Provider Portal, have received training on the use of the portal and have registered and 
secured their own DWD/Wisconsin username and password associated with this Agreement.

 
C. EOS staff must complete the Department of Workforce Development Online Information Technology 

(IT) Security Awareness Training module (https://dwd.wisconsin.gov/dvr/service-providers/training/#info-
sec), as well as the UW-Stout Security Awareness Training, and related DWD/DVR ethics training as 
directed and, in the timeframe as directed.

 
D. DVR must notify UW-Stout when future Information Technology (IT) Security Awareness Training 

modules are available and of completion requirements.
 

E. EOS staff to complete an annual training on Equity and Inclusion that includes Unconscious Bias 
provided by the University of Wisconsin System.  

 
F. Training certificates must be retained by UW-Stout for three (3) years for audit purposes.
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13. CRIMINAL BACKGROUND CHECK
 

A. UW–Stout must comply with the Board of Regents/System policy that UW institutions conduct a 
criminal background check on applicants for employment, certain current employees, and certain 
volunteers. Official UW System policy delineating criminal background check processes and use of 
the information can be found at: https://www.wisconsin.edu/regents/policies/university-of-wisconsin- system-
criminal-background-check-policy/. 

 
B. UW-Stout will record criminal background check completion dates for each EOS personnel in the 

DVR Service Provider Portal. 
 

14. INSURANCE RESPONSIBILITY
 

A. Each agency agrees that, as related to this Agreement and to the extent authorized under the laws of 
the State of Wisconsin, any loss or expenses by reason of liability imposed by law must be charged to 
the agency responsible for the officer, employee or agent whose activity or inactivity caused the loss 
of expense while acting within the scope of their employment or agency.
 

B. The University of Wisconsin is self-insured and certifies it has sufficient funds to cover its liability, 
including but not limited to for bodily injury, property damage, and automobile liability.

 
15. STATE AND FEDERAL RULES AND REGULATIONS
 

A. This Agreement shall be governed under the laws of the State of Wisconsin. UW-Stout shall at all 
times comply with and observe all federal and state laws, local laws, ordinances, and regulations 
which are in effect during the period of this Agreement and which in any manner affect the work or 
its conduct including, but not limited to:

a. OMB Guidelines to Agencies on Governmentwide Debarment and Suspension 
(Nonprocurement), 2 CFR Part 180, including the requirement to include a term or condition 
on all lower tier covered transactions (contracts and subcontracts described in 2 CFR Part 180, 
subpart B) that the award is subject to 2 CFR Part 180 and Treasury Department's 
implementing regulation at 31 CFR Part 19.

b. Byrd-Anti-Lobbying Amendment, 31 USC 1352.
c. Clean Air Act, 42 U.S.C. 7401 et seq., and the federal Water Pollution Control Act, 33 U.S.C. 

1251-1387, as amended.
d. Whistleblower Protection, 41 U.S.C. 4712.

 
B. UW-Stout may subcontract part of this Agreement only with the prior written approval of DWD. 

UW-Stout retains responsibility for fulfillment of all terms and conditions of this Agreement and 
when it enters into contractual agreements. If UW-Stout uses a subcontractor to fulfil any part of this 
Agreement, it shall require its subcontractor(s) to comply with all applicable terms and conditions of 
this Agreement.

 
C. DWD reserves a royalty-free, non- exclusive irrevocable license to reproduce, publish or otherwise 

use, and to authorize others to use, all material resulting from this Agreement.
 

D. Any discovery or invention arising out of or developed in the course of work aided by this 
Agreement, shall be promptly and fully reported to the DWD.
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16. RECORDS
 

A. UW-Stout must maintain such records as required by State and Federal law.

B. UW-Stout must allow inspection of records and programs upon reasonable notice and during regular 
business hours, insofar as is permitted by State and Federal law, by representatives of DWD and its 
authorized agents, and Federal agencies, in order to confirm UW-Stout’s compliance with the 
specifications of this Agreement.

 
C. UW-Stout agrees to retain and make available to DWD all program and related fiscal records for 

three (3) years after Agreement end date or until an audit initiated prior to the expiration date where 
records shall be retained until subsequent audit resolution processes involving the records have been 
completed. 

 
17. NONDISCRIMINATION and AFFIRMATIVE ACTION REQUIREMENTS 

 
A. Pursuant to 2019 Wisconsin Executive Order 1, UW-Stout agrees it must hire only on the basis of 

merit and will not discriminate against any persons performing a contract, subcontract or grant 
because of military or veteran status, gender identity or expression, marital or family status, genetic 
information or political affiliation.
 

B. The parties shall not discriminate against any employee or applicant for employment because of age, 
race, religion, color, disability, sex, physical condition, developmental disability as defined in section 
51.01(5), Wis. Stats., sexual orientation as defined in s.111.32(13m), Wis. Stats., or national origin. 
This includes, but is not limited to, employment, upgrading, demotion or transfer; recruitment or 
recruitment advertising; layoff or termination; rates of pay or other forms of compensation; and 
selection for training, including apprenticeship. The parties shall take affirmative action to ensure 
equal employment opportunities consistent with state law. The parties shall post in conspicuous 
places, available for employees and applicants for employment, notices required by law.

 
C. The parties represent that they currently have compliant, written affirmative action plans in place. 

 
18. ASSIGNMENT

 
A. Neither party may assign any rights or duties under this Agreement without the prior written consent 

of the other party.
 

19. CONTRACT REVISIONS AND/OR TERMINATION
 

A. Any modifications, additions, or deletions to this Agreement, shall be mutually agreed upon in 
writing by both parties. 

 
B. Failure to comply with any part of this Agreement may be considered cause for revision, suspension, 

or termination of this Agreement.
 

C. This Agreement can be terminated by a sixty (60)-day written notice by either party to the other party. 
Upon termination, DVR agrees to reimburse UW-Stout for all allowable costs and non-cancelable 
commitments incurred in its performance of this Agreement but not yet paid.
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20. CONDITIONS OF THE PARTIES OBLIGATIONS
 

A. This Agreement is contingent upon the availability and continued appropriation of federal and state 
funds and by authorization of state and federal laws. Any material amendment or repeal of the same 
affecting relevant funding or authority of DWD shall serve to revise or terminate this Agreement, 
except as otherwise agreed to by the parties. 

 
B. DWD and UW-Stout understand and agree that no clause, term, or condition of this Agreement shall 

be construed to supersede the lawful powers or duties of either party.
 

C. It is understood and agreed that the entire Agreement between the parties is contained herein, except 
for those matters incorporated herein by reference, and that this Agreement supersedes all oral 
agreements and negotiations between the parties relating to the subject matter thereof.

 
D. This Agreement becomes null and void if the time between the earlier dated signature and the later 

dated signature on this Agreement (or addendum) exceeds sixty (60) days inclusive of all signature 
dates.

 
 

___________________________________   _____________________
Erik Guenard Date 
Vice Chancellor, Business, Finance, & Administrative Services
University of Wisconsin-Stout

 
 
 

 
___________________________________ ______________________
Meredith Dressel Date
Division Administrator
DWD/Division of Vocational Rehabilitation

 
 
 

____________________________________ _______________________
Pamela McGillivray Date 
Deputy Secretary 
Department of Workforce Development 

 
 
 
 
 
 
 

 

Docusign Envelope ID: 7EC3B259-B3BB-448E-89CB-A6C2EDC9BD23

6/4/2025

6/5/2025

6/5/2025



10

 
Cyber Security Requirements 

Exhibit 2
 

1) Protect computers containing DVR applicant information from cyber-attacks by doing the following: 
a. Ensure all computers are equipped with enterprise-grade antivirus software (such as Microsoft 

Defender, Crowstrike, etc.) and install regular patches and updates from software vendors to correct 
security problems, improve functionality, and defend against viruses, malware, and other online 
threats. 

b. Configure all software, including operating system, anti-malware, and applications, to install updates 
automatically. 

c. Set antivirus software to run a scan after each update. 

2) Provide firewall security for Internet connection. 
d. All operating systems must have a firewall enabled or firewall software installed.   

3) Backup data and information related to DVR applicants. 
e. Data must be backed up at least weekly on all computers storing DVR applicant information. Data 

includes email, documents, spreadsheets, databases, financial, human resources, and accounts 
receivable/payable files. 

4) Control physical access to computers. 
f. Store and lock all computers and portable devices containing DVR applicant information when not 

in use. 

g. Use automatic locking after a period of nonuse (e.g., five (5) minutes).

h. Password protect all mobile devices containing DVR applicant information and use data encryption 
and security apps to prevent unauthorized access while the phone is on public networks.  

5) Secure Workplace Wi-Fi Networks.
i. Ensure the Wi-Fi network is secure and encrypted.

j. Password protect access to the router with strong passwords that are changed regularly.

k. SVRI requires staff to use wired, secure, and encrypted network when on site.  

6) Use secure passwords.  
a. Use passwords that are at least eight (8) characters, complex, contain a special character like #, $, 

and a capitalized letter and changed every 90 days. 

b. Use full disk encryption protection for servers, storage and workstations. 

c. -SVRI staff are required per procedure to change passwords every three (3) months. 

7) Maintain company policies on information technology security. Policies must include: 
a. Consequences and penalties for violating company information technology security policies.  

b. Instructions on how to report lost or stolen equipment and data breaches. 

c. A requirement that employees may not install software on devices containing DVR applicant 
information without permission.
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d. Standards and procedures containing requirements and expectations related to and supporting the 
actions to be taken following the monitoring, identification, reporting, response, handling of 
information system security-related incidents, and incident response plan testing and training. 

8) All employees must be trained on company cyber security policies. and SVRI staff sign an 
acknowledgement that they have received the training.  

9) Create user accounts for each employee working with DVR applicant information to control physical 
access to computers.

10) Through annual security awareness training, periodic simulation exercises and tabletop exercises, ensure 
that all employees understand how to do the following:
d. Spot a phishing email.

e. Use safe browsing practices.

f. Identify and avoid suspicious downloads.

g. Create strong passwords.

h. Report security incidents involving DVR applicant information.  

11) Limit access to data and information. 
i. Only employees approved to work with DVR applicants and DVR applicant information should be 

given access to the specific computers and data that store DVR applicant information.   

j. Limit access to privileged (admin) accounts used to administer servers (if using server-based 
applications) and individual computers.

k. Configure each computer to have a separate login for admin privileges so employees cannot make 
changes to or update the operating system.  
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