
State of Wisconsin Dept of Workforce Development

Division of Employment and Training

DET SYSTEM ACCESS REQUEST

	1. User Employment Status

DWD Employee?
	 FORMCHECKBOX 
 Yes
	2. DWD Network Logon ID

     
	 FORMCHECKBOX 
 New User/Position
(BIT-7712-E Submitted)
	3. Division

 FORMDROPDOWN 

	Other:

     

	4. 
	
	5. Bureau

    
	6. Unit

     

	
	 FORMCHECKBOX 
 No
	7. WIEXT ID (Self-Registration Required)


	8. Employer Name



	
	
	9. Employer Agency Type

 FORMCHECKBOX 
 Workforce Dev Board  FORMCHECKBOX 
 WDB Local Partner  FORMCHECKBOX 
 Data Recipient   FORMCHECKBOX 
 Other:      

	10. Last Name, First Name AND M.I. of User


     
	11. Optional Display Name (Last Name, First Name)


     

	12. User Work E-mail Address


     
	13. User Work Telephone/FAX Number
(

	14. Mother’s Maiden Name



	15. User Work Address 

Street

City, Zip
	16. Office Number



	17. WDA


 FORMDROPDOWN 

	18. County

     


19. REQUEST TYPE
	  FORMCHECKBOX 
 Update User Account
	Change(s) to be made:       

	  FORMCHECKBOX 
 Add Access to DET Systems Identified Below

	  FORMCHECKBOX 
 Remove Access to DET Systems Identified Below
	  FORMCHECKBOX 
 Inactivate User Account (Remove all user access)


20. DET SYSTEMS   *Denotes required field for identified system access.

 FORMCHECKBOX 
  ASSET *Profile: 
 FORMDROPDOWN 

Rights:
 FORMCHECKBOX 
 Cust Support
 FORMCHECKBOX 
 TESSA
 FORMCHECKBOX 
 RES  FORMDROPDOWN 

 FORMCHECKBOX 
 Non-RES WS 






 FORMCHECKBOX 
 Other      

 FORMCHECKBOX 
  JobNet Business Staff  *Rights:   FORMDROPDOWN 
 (JO Mgt restricted to JSCC staff. Admin requires DET Security Approval)

 FORMCHECKBOX 
  Rapid Response  *Role:   FORMDROPDOWN 

 FORMCHECKBOX 
 WorkWeb (Non-DWD staff Only)

 FORMCHECKBOX 
  WebI  
*Data Access: 
 FORMCHECKBOX 
 JCS  
 FORMCHECKBOX 
 BAS  
 FORMCHECKBOX 
 PMet
 FORMCHECKBOX 
 Other: 

                  *Access Level:  
 FORMDROPDOWN 

 FORMDROPDOWN 

 FORMDROPDOWN 

 FORMDROPDOWN 





(Analyst/Publisher require training.  Publisher/Other require DET Business/Security Approval)

 FORMCHECKBOX 
  Centurion (CARES) (Designated Call Center Staff ONLY)  NOTE: Supervisor submit BGS-23-E to DET Tech for phone/software installs 

              *Split: 
 FORMCHECKBOX 
 JSCC 
 FORMCHECKBOX 
 DETCC 
 FORMCHECKBOX 
 Other:       FORMTEXT 

     
 
Permission Type:  
               GPO: 
 FORMCHECKBOX 
 DWD DET JSCC ACDSD GPO (speed dials)  
 FORMCHECKBOX 
 DWD DET JSCC ACDVMM GPO (fire drill buttons)
 FORMCHECKBOX 
  BASIS 
 FORMCHECKBOX 
 Signature File  FORMCHECKBOX 
 Notebook   
 FORMCHECKBOX 
 ODBC Setup
 FORMCHECKBOX 
  WOTC   *Profile:

 FORMDROPDOWN 




 FORMCHECKBOX 
  BWITS

*Partition: 
 FORMCHECKBOX 
 CRE
 FORMCHECKBOX 
 PDE  
 FORMCHECKBOX 
 EDS  
 FORMCHECKBOX 
 Other:      

                     
*Access Level:  
 FORMDROPDOWN 

 FORMDROPDOWN 

 FORMDROPDOWN 

 FORMDROPDOWN 
             (Other Level requires DET Security Approval)
 FORMCHECKBOX 
  YA *Role:  FORMDROPDOWN 

 FORMCHECKBOX 
 HSP  *Role:  FORMDROPDOWN 

Grantee(s):  
 FORMCHECKBOX 
  SharePoint Access Level:
 FORMDROPDOWN 

Site(s):                                                                           
 FORMCHECKBOX 
 JCSAdmin
 
 FORMCHECKBOX 
  OTHER/COMMENTS:
[F1] for examples
21. REQUESTED ACCESS TO NON-PRODUCTION ENVIRONMENT(S) (Requires DET authorized business need)

 FORMCHECKBOX 
 DEV
 FORMCHECKBOX 
 UAT
 FORMCHECKBOX 
 EDU  NOTE: New ASSET/JCW Staff user granted Education access by default

	22. Supervisor First and Last Name


	23. Supervisor E-mail Address


     
	24. Supervisor Work Telephone

(   )            Ext.       

	25. Supervisor Signature


	Date Signed

	26. Authorizing Agency


     
	27. LSO/DSO First and Last Name


     
	28. LSO/DSO Telephone Number

(   )            Ext.       

	29. LSO/DSO Signature
	Date Signed




Read carefully before signing this User Security Acknowledgement

Personal information you provide may be used for secondary purposes. [Privacy Law, s. 15.04 (1)(m), Wisconsin Statutes]
I recognize and understand that:

1.
Data and its information content is a DWD asset which is required to be safeguarded in accordance with DWD Information Technology Policy 516.03 and WI Statutes 943.70 at http://dwdworkweb/dwdpolicy/516_03.htm.

2.
DWD policy provides that (a) all passwords related to the legitimate access to data are personal to the operator authorized to access data and must be kept CONFIDENTIAL; (b) permitting another to use such password to gain access to data is expressly prohibited, and (c) an operator should never leave a workstation unattended without first terminating or locking their session.

3.
A breach of DWD policy constitutes a security violation and may subject the operator to disciplinary action when circumstances warrant it.  Any operator who knows of actual or attempted violations should notify his or her supervisor.
	30. Signature of User Requesting Access


	Date Signed

	31. DET Security Officer Signature
	Date Signed




DETS-10-E (R. 12/2016) 

INSTRUCTIONS FOR THE USE OF FORM
A Guide to Understanding, Completing and Submitting the "DETS-10-E DET SYSTEM ACCESS REQUEST" is located here:  http://dwd.wisconsin.gov/dwd/forms/dws/dets_10_e.htm. PLEASE reference this guide as needed to successfully request access to DET systems and data.

· ALL fields (with the exception of Signature fields 24, 28, 29, and 30) MUST be completed electronically.

· ALL users requiring new or modified access to any of the state's automated data systems owned by the Division of Employment and Training (DET) MUST complete and submit this form.

· Supervisor Signature MUST be present to request access, and User Signature MUST be present before DET will release User Accounts (logons/passwords) for DET System/Data access.

· ALL forms completed for Non-DWD staff MUST be authorized by a designated Authorizing Agency, and MUST be signed and submitted by a Local Security Officer (LSO) of record.

· ALL forms completed for DWD Non-DET staff MUST be signed and submitted by a Division Security Officer (DSO).

ALL authorized forms are to be submitted to the DET Security Unit via FAX: (608) 261-4580 or 

E-mail: DETSecurity@dwd.wi.gov.

Questions?  Contact DET Security: (608) 267-9690.
Supervisors are responsible for:

· Making sure fields 1-23 are completed fully & accurately to designate appropriate access based on User's position/role, and limiting access to information needed for work tasks ONLY.  Making sure fields 25-27 are completed, as needed.

· Assuring that the User has read and understands the User Security Acknowledgement and has signed the form in field 29.

· Authorizing User access by signing form in field 24.

· Submitting form to LSO/DSO for authorization and processing.  NOTE:  ONLY DET Supervisors may submit directly to DET Security.

· Notifying designated Authorizing Agency LSO or DSO of User's change in employment status or role requiring modification of access, update or inactivation of account(s).

Local (LSO) and Division (DSO) Security Officer(s) are responsible for:

· Verifying the form has been filled electronically, ALL information is complete and valid, the requested access is appropriate, and that both User and Supervisor Signatures are collected.

· Authorizing access by signing form in field 28.

· Submitting forms to DET Security Unit for processing.

· Notifying the DET Security Unit of User's change in employment status or role requiring modification of access, update or inactivation of account(s).

· Monitoring User access to assure compliance with security standards and rules per User Security Acknowledgement, DSA, agency policy, Wisconsin Statutes and/or Federal law as applicable.

· Notifying DET Security Unit immediately of a need for user account inactivation in the event of security violations.

DET Security Unit is ultimately responsible for the authorization of all requests.  Once authorized:
· User account is created/modified/inactivated and DET System/Data access added/removed, as appropriate.

· Form is signed by DET Security Officer in field 30, and securely stored per Records Disposal Authorization (RDA).  Forms remain on file until seven (7) years after the date of account inactivation.

· LSO/DSO, User and (optionally) User's Supervisor are notified, as appropriate.

· If the request is denied, the DET Security Unit will notify the LSO/DSO (or DET Supervisor) of the reason, and the form will be destroyed without being processed.

DET System Access support is available via the DET Call Center toll free at 1 (888) 513-5633.

REMEMBER – PASSWORDS ARE NOT TO BE SHARED WITH ANYONE!

DO NOT WRITE THEM DOWN OR POST THEM ANYWHERE WHERE OTHERS CAN SEE.

INSTRUCTIONS FOR FORM FIELD COMPLETION

If User is a DWD Employee:

· Check Yes and complete fields 2-5 to identify DWD Network Logon ID and employing Division/Bureau/Unit.  Proceed to field 9.

· If User is a new employee, leave field 2. DWD Network Logon ID blank, check New User and submit BIT-7712-E DWD Logon ID Request.  NOTE: Also leave field 11. User Work E-mail Address blank.  DET DSO will complete these fields when the BIT-7712-E has been processed.

If User is NOT a DWD Employee:
· Check No, proceed to field 6, and complete fields 6-8 to identify WIEXT ID, Employer Name, & Employer Agency Type.  User MUST self-register for a WIEXT account at https://www.dwd.state.wi.us/accountmanagement.  User MUST include work E-mail and telephone when creating account.  Proceed to field 9.

ALL Users complete remaining User Identification fields 9-17, field 18 Request Type, field 19 DET Systems, and field 20 Requested Access to Non-Production environments as needed to identify DET System/Data needs to support User position/role.

ALL Users MUST sign User Security Acknowledgement before User Account(s) are released for DET System/Data access.  A Supervisor Signature is required before DET Security will take any action on submitted requests.

A Guide to Understanding, Completing and Submitting the "DETS-10-E DET SYSTEM ACCESS REQUEST" is located here:  http://dwd.wisconsin.gov/dwd/forms/dws/dets_10_e.htm. PLEASE reference this guide as needed to complete form fields.

