STATE OF WISCONSIN
\ACINS DWD Vocational Rehabilitation

Department of Workforce Development

Social Security Number Protection

Updated June 2014

Purpose

To communicate the protections necessary for DVR staff to follow to eliminate the Social
Security Number from any and all printed and scanned documents, letters, reports, e-mails, etc.,
except as specifically authorized by the DVR Administrator and/or Deputy Administrator.

Rationale

The loss or disclosure of personal identifying information including social security numbers can
result in substantial harm to individuals, including identity theft or other fraudulent use of the
information. Because DWD/DVR employees and providers may have access to personal
identifiable information concerning individuals and other sensitive data, we have a special
responsibility to protect that information from loss and misuse.

Currently we collect the SSA# for IRIS and we use them for purposes of SSA reimbursements.
In addition, the SSA# is used by the Fiscal Bureau as a vendor number for consumers receiving
direct payments from DVR.

Procedure

DVR will eliminate the Social Security Number from any and all printed or scanned documents,
letters, reports, e-mails, etc., from DVR Central Office, CCP and/or DVR WDA Offices, except
as specifically authorized by the DVR Administrator and/or Deputy Administrator.

DVR staff can obliterate or remove from electronic documents, the Social Security Number in
any correspondence where it is contained prior to scanning into IRIS or sending as part of
documentation included in a release of information request.

DVR Bureau Directors, WDA Directors, VR Supervisors and Sections Chiefs are instructed to
review all business documents and communication mechanisms to ensure that Social Security
Numbers are not included in the communication.

If there is a business/legal reason why a document must contain a Social Security Number you
are instructed to request an exception from this directive by providing the information to the DVR
Deputy Administrator for review and approval.

When requesting an exception you must include the following information:

The specific activity that requires the use of the SSA #.

The legal and/or business reason(s) why the SSA# must be used.

Changes that will be required to eliminate the need to use the SSA #

Impact (costs/time/efforts/etc.) of any changes eliminating the use of the SSA#
Recommendations to improve the security of the SSA #, if it must be used.
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